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Faults: Latent + Active 
Software 

- Hardware 
- Design Error 
- Operational 

Failure 



- Unreliable components (modules).

M1

M3

M4

M2



Examples

- Bad locking
- Routing
- Packet loss
- Congestion collapse
- DNS



Systematic Approach

1) Modularize
2) Detect errors
3) Mask errors

Conform to spec

Redundancy



Net
Server

DB 
system

ATM 
(or PC)

XFER (from, to, $)
- Fail-stop
- Fail-fast
- Fail-soft
- Fail-safe



Models Availability 

1) # tolerated failures 

2) Mean Time To Failure (MTTF) 
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Failure Rate: 





Voting

Vote

R3V = R3 + 3R2(1- R) > R
when  R in  (½, 1)
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