Biosafety Level 1 practices, safety equipment, and facility design and construction are appropriate for undergraduate
and secondary educational training and teaching laboratories, and for other laboratories in which work is done with
defined and characterized strains of viable microorganisms not known to consistently cause disease in healthy adult
humans. Biosafety Level 1 represents a basic level of containment that relies on standard microbiological practices with
no special primary or secondary barriers recommended, other than a sink for handwashing.

Biosafety Level 2 practices, equipment, and facility design and construction are applicable to clinical, diagnostic,
teaching, and other laboratories in which work is done with the broad spectrum of indigenous moderate-risk agents that
are present in the community and associated with human disease of varying severity. With good microbiological
techniques, these agents can be used safely in activities conducted on the open bench, provided the potential for
producing splashes or aerosols is low. Hepatitis B virus, HIV, the salmonellae, and Toxoplasma spp. are representative of
microorganisms assigned to this containment level.

Biosafety Level 3 practices, safety equipment, and facility design and construction are applicable to clinical, diagnostic,
teaching, research, or production facilities in which work is done with indigenous or exotic agents with a potential for
respiratory transmission, and which may cause serious and potentially lethal infection. Mycobacterium tuberculosis, St.
Louis encephalitis virus, and Coxiella burnetii are representative of the microorganisms assigned to this level. Primary
hazards to personnel working with these agents relate to autoinoculation, ingestion, and exposure to infectious aerosols.
At Biosafety Level 3, more emphasis is placed on primary and secondary barriers to protect personnel in contiguous
areas, the community, and the environment from exposure to potentially infectious aerosols.

Biosafety Level 4 practices, safety equipment, and facility design and construction are applicable for work with
dangerous and exotic agents that pose a high individual risk of life-threatening disease, which may be transmitted via the
aerosol route and for which there is no available vaccine or therapy. Agents with a close or identical antigenic
relationship to Biosafety Level 4 agents also should be handled at this level. When sufficient data are obtained, work with
these agents may continue at this level or at a lower level. Viruses such as Marburg or Congo-Crimean hemorrhagic
fever are manipulated at Biosafety Level 4. The primary hazards to personnel working with Biosafety Level 4 agents are
respiratory exposure to infectious aerosols, mucous membrane or broken skin exposure to infectious droplets, and
autoinoculation. All manipulations of potentially infectious diagnostic materials, isolates, and naturally or experimentally
infected animals, pose a high risk of exposure and infection to laboratory personnel, the community, and the

environment.
http://www.cdc.gov/od/ohs/biosfty/bmbl4/bmbl4toc.htm
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Attendees at the International Conference on

Recombinant DNA Molecules, February 1975 in Asilomar, CA
(Phil Sharp, David Baltimore and others)

See http://libraries.mit.edu/archives/exhibits/asilomar/index.html
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Abstract and final "Safety Precautions" section from Denwannieux, M., et al. "ldentification of an Infectious Progenitor for the
Multiple-copy HERV-K Human Endogenous Retroelements." Genome Research 16 (2006): 1548-1556.
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What'’s changed since the 70s!?

http://en.wikipedia.org/wiki/Phillip_Allen_Sharp

Phillip Sharp with President George W. Bush, at the National Medal of Science awards in 2006.
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What'’s changed since the

|. Databases populated with sequence information.
2. The internet.

3. Early returns on pilot investments in DNA
construction technology.

4. Overnight shipping.

5. Expanded concern re: active misapplication of
biotech.
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Build a
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Courtesy of Make Magazine. Used with permission.

Cite as: Drew Endy. Course materials for 20.109 Laboratory Fundamentals in Biological Engineering, Fall 2007. MIT
OpenCourseWare (http://ocw.mit.edu), Massachusetts Institute of Technology. Downloaded on [DD Month YYYY].



PROJELT 2:

Build a
Thermal Cycler
and Run PCR

Tk chermicals are srmall, predasignad piaces of
A Known as primers, plus a beat-stable DA
palymerase reapant guck as lag [he prirsers com
ping inlo rew copies af the sample DMNA strand, and
the polymerssa enzyme catalyzes this assambly
process, Eoth of these materials are readily avail-
able from biotech supgly companies such as Takara
i carmi} Tor lmgs than 8100, which
ouys snough for about 100 reactions

For the hardware, you need some small plastc
tubas and a thermal cychar, ‘which applies pra-
grammakzie temperature changes to the tubes.
Commercial thermal cyclers for laboralories range
fram $2,500 to more than $7.000, but you can
make vour own MacGyver version wsing 4 Handy
Board mécroconinodier { Lagetile]
£225) and aboul 50 dollars” worth of additianal
comipanents, Here 5 a metalens Spscription of the
different peces and bow (o put theen togethed. (You
can fird tha schamatic and full parts list orling at

ibifE. )

* . How It Works

The component that performs the thermal hesny
Itimg for aur thermead cycler |5 a Peltier device,
aka thermoeiectric coaler, This is a fiat, soiid-siate
dewvice that "pumps heat frorm one plate to the
ather when you apply a OC current. Inside, curnend
IFags thmugh altamating sections of F-1vpe
atd N-type sermiconductor material sandwiched
beteoan the two plates. Heat is drawn away along

U750 Cienane Beodoer on Fluman $lar, THYe Suemhh

yoam i = w1 | o

L RN | N R W1 N Nl mes

"
' mhe = [

PR TR

THE GENOME BROWSER

Cur gervome remresents sl of the OHA in sur cells’
mucial. This DNA I the “genetic Musprint® that deter-
mmings v we're pul together on a malecular lessl,
whal we loek Boe, and how heallhy we ane. [T conlain
avir 3 billlen letters, ealled noefesdides, which tha
Humarn Cengenme Praject Bai mapgped udihg DMNA
zeganncing Lechnalagie: Bullt fram the came basic
pringiplas oustlined in the projects pravenied ke,
How Ehat we have the requences, the next step e
fipring sut what they da. which partr of the caquance
aren't "junk " and srheally produce protelne, and what
these proteins’ functions are in the body.

Arvone can resd thiz bluspnnt ane browse the
lwtest discoveries onling using the Genome Erowser
at the UCSC Oemames Blainfermaties 5ite {gooo~a

£ el g Catleway). This braakihraagh
t=al 1d like & Coogls Maps Par gerames, and I's balng
wpdated conlinueuily &i ressarchery deciphar differ
wnl puriz of the penama,

You ean ure the Genome Kroweer bo zearch the
entire peneme requence and navigate aroand sy
part af it. You can see the detailed features of any
particular lscation by searching for an address;
imsteamd of & strest address, you anter e nusmarical
position of the nucleotide in bhe antire sedquerde.
Researchiers noutinely use the Denams Ereer whin
thiry mimmdd raw data froem the human Hasprint.

current. you reversa the haat flow, Peltier devices
are wsad to cool macroprecessors and photo-
electric devices. By themsahves (withowl a power
oy and cantralles), vou can gt tham for bss
than 515 fram surplus comipanies; check

rplus. b, We used 8 1L.5% =2 device
rafed at BY and B amps (Marow industries ibem
#EF2083) For the device’s power supply, we

How to maior o thermral cycler Tor DNA replicatign:
L.

Courtesy of Make Magazine. Used with permission.

Cite as: Drew Endy. Course materials for 20.109 Laboratory Fundamentals in Biological Engineering, Fall 2007. MIT
OpenCourseWare (http://ocw.mit.edu), Massachusetts Institute of Technology. Downloaded on [DD Month YYYY].




BUILD AND USE —
YOUR CLEAN BOX « HOOD

hig st just Step 30 it's sametheng vou |l reed 10 do ayery Hme yau work inside your BErreear floe hoad
& .
Thr hioed is crucial for mushrooem growing, bl it's enly ene part of the larger regirmen of cleanliness

reguired ar successhul [ah W,
38, Claan all of 1he magd's sUrtaces with waltr, ssapy wals;
b, Disinfect a2l surfaces of the hood wiin a Beach-and-vwatar sclutio

3e. Fimally, turn the fan o0 and disinfect the hood with isapropyl aicohal. Yesr can rever Do too clean)

CUT THE

= HOLE
MAKE THE
1a. Find the output side of the air m = AGAR PLATE
purtier, ard Trace it on 1he botiorm of | "
the plastic box . ] Wl Brgir grawing aur mushrosam tissue = agar (seaweed palatng, a standard laBaralory growth medium
. Peir dishees e tragdienally used. but vou can use any shallioe. washable container with a lid. As lang as
1k Drill pilat foles 81 The carners of " 3 VoL TE caahing & Baleh of agar, yau’ll find i1 hansy 1o make sevars| of thess plates 2] anee= and stare (hem in

thun traced parline \ Artignt DRgs tor later use

le, Llse a keyhole saw or jigsaw at thn = | L | da. [rill or cut 2 ¥4 bola i tha lid of a washasio plastc container
Righest spegd 1o out aut the eptes nale,

dh. Wa<h the caontainer and lid with soap a2nd water, and then sterilize by immearsing themin simmering
water for 2 minutes. Switch on your hood s fan, and move the contamer and hd inside for drying
« PURIFIER e ik e B ki 5 e ol P A

oattan of sponge in [sapropyl aiceheal . gy
Za. Fit the air punfier into the hole ared than wringing it eut. Place tha Brchange gares with th
withy trm intalos side decing aut and filierin the kode in the cantamser bo arrounding al

thil output side blewing inte the bax : t shauld Fit srugly

3 reEght want ta prop it up on Seme

baoks to keep it in place,

e ted while lettng i

dd, Mt 1 Tabiespoon of agar n 1 cup

afwater Bring 19 a low bail and slowly
i Ules silicomne saa|ar 10 gansnoushy sumirrer for about 13 mindtes, stirming
caulk around the air filter, securing ceasionzlhy fSdd pirich af the
Tim place. Lat [t sit owermight so that
the caull can dry. That's § — now you
nave yaur hood! Move [t orto a good
waork surtace wilh its apening (acing
woal, and let’s shart using

BIEAINE SUlsSrate Wal |l O g |38l
(avedust, cat Tber, Barley, ot be the

SMMBrNE Agar as gL ecs O E g iy

du, Inside your hood, pour the hat

agar inl

uritil it == abaut as thick &5 a pene B

o ihe s ""a'u'l'f ShEr 2 cpenlalner

Phobagraphy oy Philp Rass

the getatin coal and congesl

MM e o 30

Courtesy of Make Magazine. Used with permission.

Cite as: Drew Endy. Course materials for 20.109 Laboratory Fundamentals in Biological Engineering, Fall 2007. MIT
OpenCourseWare (http://ocw.mit.edu), Massachusetts Institute of Technology. Downloaded on [DD Month YYYY].




Images removed due to copyright restrictions.

3 scans from 2600: The Hacker Quarterly, Winter 2003-2004 issue. Cover, Table of Contents and pg. 6 "Hacking the Genome."
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Photo of Fort Detrick entrance.

Wikipedia page on NBACC.:
(http://en.wikipedia.org/wiki/National _Biodefense Analysis_and Countermeasures Center).
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What'’s the difference
between safety & security?
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Lake Victoria marburgvirus, complete genome LO C ke d -U P
ssENA; linear; Length: 19,112 nt *

Created: 1994/01/26

2: NC 006432 NC 008291
Sudan ebolavirus, complete genome Taterapox virus, complete genome
ssENA; linear; Length: 18,875 nt dsDNA; linear; Length: 198,050 nt
Created: 2004/11/15 Created: 2006/08/24

Unknown
reservoir NC 004161 NC

Reston Ebola virus, complete genome Variola virus, complete genome
ssENA; linear; Length: 18,891 nt dsDNA; linear; Length: 185,578 nt
Created: 2002/09/04 Created: 1993/05/04

: NC 002549 NL UJOF00
Zaire ebolavirus, complete genome Mule deer poxvirus, complete genome

ssKNA; linear; Length: 18,959 nt dsDNA; linear; Length: 166,259 nt
Created: 1999/02/10 Created: 2005/04/08

: DO208309 Reports
Influenza A virus (A/Brevig Mission/1/1918(H1N1)) polymerase PB2 (PB2) mRNA, complete cds
) . gil767867041gbIDQ208309.11[76786704]
Don’t exist = ke
Influenza A virus (A/Brevig Mission/1/1918(HIN1)) polymerase PB1 (PB1) mRNA, complete cds
gil76786706/ghlDQ208310.11[76786706]

Source: http://www.ncbi.nim.nih.gov/PubMed/
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Information (DNA Sequence

Sequencing Synthesis

Material (Physical DNA)
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eBay sale page for "ABI Applied Biosystems 3948 DNA Synthesizer."

BuyltNow price = $4,999.99.
Ships to: Worldwide.
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Commercial DNA Synthesis Foundries

Rob Carlson, University of Washington; Gerald Epstein and Anne Yu, CSIS

DNA Technology
far bz, Denmark CyberGeana AB i i
N Novian. Swecarn Vibnius, Lithusamna Zelinsky Institute
GEMES < Mogoow, Russia

Corfec DMNA
Kingsion, Ontario, CA

Fermertes

it .
Biua Heron Biolechnology \ Regenshang, Lacimany

! -
- i
Bothell, WA Biclmgyo ! :
\ Bio S&T, Alpha DN, Mziden, Natherlands _ \
Biocorp Eur l
. Dgeniec
lIl.I HI:I'HJ'B#. Canada E‘C‘QJ"—' LK

b
oNAZO 49 “"‘-m.,__H' Cencsphers g

| Paris. Franca Mekabson
r'""'"-;'::'f'_" K GA & Dharmacon ™ Genedink Murech, Germany - jE';'-ﬂ-"' Bio Services
P Lalzatie, Co. Hewthorne, MY - .\ il
=~ 41 . Microsynth y

SSa-;ﬁrﬂJ'r:lam.CA '.I T : Wilmington, Mass . " South Korea
|

—

Biesourcd : o Bl Syithuisi s Siaopring \I'\ 1

Frankdia am Main, Gem | Tacarn BinSciantet
Camarillg, CA Limasigille, Timcns o A
|

Movalo, California

| Cinnagen “. \ Daitan, China
. Tehran, Ira ]
Biosaarch . / II"'. mperial Bio-Medic Crlneharm

v Chand h, Inda - a
Amibion L gar Shan:hug, Tawan

Aumtn, Toos "'“"IGI Bicserve Bictechnaol ogies
Hangalore, Indla o erabad India

Ganew ks
hu_ﬂ Adialeda, Australia
ingaba Biotoc i

Pretoria, South Arica B

18 July05. Method: Rough Google search. Thus Data Source: Rob Carlson, U of W, Seattle
not a thorough survey. Mo academic facilities. www . synthesis.cc, rob@synthesis .cc

Courtesy of Rob Carlson. Used with permission.

Cite as: Drew Endy. Course materials for 20.109 Laboratory Fundamentals in Biological Engineering, Fall 2007. MIT
OpenCourseWare (http://ocw.mit.edu), Massachusetts Institute of Technology. Downloaded on [DD Month YYYY].




Should the DNA sequence

encoding human pathogens be
freely available online?
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DNA synthesis and biological security

Hans Biigl, John I* Danner, Robert | Molinard, John T Mulligan, Han-Oh Park, Bas Reschery, David A Roth,
Ralf Wagner, Bruce Budowle, Robert M Sceipp, Jenifer A L Sanith, Scott | Steele, George Church & Drew Endy

A group of academics, industry executives and security experts propose an owversight framework to address concerns
aver the security of research involving commercial DNA synthesis.
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Solution frameworks should be adaptive.

Should teenagers practice genetic engineering?

Should there be top-secret BL-4 labs?

W ill biohackers be good or bad?
Is garage biotechnology inevitable?

Should BioBrick parts be patented or freely shared?

Should genetic engineers be licensed?
Should genetic engineers sign their work?
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